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Abstract:

Modern digital infrastructures, including smart cities and the Internet of Things (10T), increasingly require secure
and efficient cryptographic mechanisms to ensure data confidentiality and privacy. Elliptic Curve Cryptography
(ECC) has become one of the most widely utilized encryption schemes because it provides strong security with
relatively small key sizes compared to traditional algorithms such as RSA. However, the practical deployment of
ECC encounters several numerical and computational challenges related to efficiency and precision, especially
when operating over large finite fields or within resource-constrained devices. This research addresses these
challenges by integrating advanced numerical methods to improve the performance of ECC algorithms. The study
examines the core arithmetic operations in ECC—specifically point addition and point multiplication—and
identifies critical computational stages that can benefit from numerical optimization. A set of numerical
techniques is reviewed and applied, including the Newton—-Raphson method to accelerate modular inverse
calculations, numerical integration methods such as the trapezoidal rule and Simpson’s rule to approximate
nonlinear elliptic-curve functions, and fast multiplication algorithms.

To validate the proposed approach, an applied experimental study was conducted using MATLAB. Experimental
codes were developed to implement ECC algorithms enhanced with the selected numerical methods. Performance
evaluation was based on key metrics such as execution time, computational accuracy, and numerical error
magnitude. The study also explores the potential use of artificial intelligence techniques, including machine
learning algorithms, to optimize initial parameter selection and accelerate convergence in iterative processes.
The results demonstrate clear improvements in execution time and significant reductions in numerical error,
confirming the effectiveness of numerical methods in enhancing ECC performance for modern resource-limited
systems.
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VIEW

rical ECC for Io
ntegration Parameters
% This function represents a complex operatiom in ECC that we want to approximate

= f‘pz‘i:m'.f(‘ Applica‘ti;ar. 2

$ -—- Define the Function and

1

2

i

4~ £=0(x) x."3 + 2'x + 3

5 % Define cthe interzval [a, b] and the mumber of subintervals 'm'

6 - a=0; % Start of the interval

7 - b=5; % End of the inverval

8 - n = 89; % Number of subinter s (must be 2 multiple of 3)

L] § -——- Ensure 'n' is a multiple 3 (a requirement for Simpson's 3/8 rule) ~--
1 - if mod(n,3) ~= 0

1 - a=n+ (3 -modin,2)); ¥ Adjust n to the next multiple of 2

12 - end

13 § --- Calculate Svep Sise and Generate Points ---

14 - h = (b - a)/mn: ¥ Calculate the width of each subinverval

15 - x = azh:bs % Create a vector of points from 'a' to 'b’'

16 - ¥ = £ilx); % Calculate the function's value at each point

17

18 § --- Apply Simpson's 3/8 Rule Formmla ---

19 % This formula approximates the definite integral of the function

20 - I=(3'n/8) * ( g(l) + ylend) + ... % First and last temms

2 3rsumiy(2:3:end-1)) + ... % Sum of 2nd, Sth, fth terms
22 3tsumiy(2:3:end-1)) + ... % Sum of 3zd, cerms
23 2'sum(y(4:3:end-3)) ); % Sum of 4th, terms
24 $ ——- Display the Result ---

25 = fprincf('Numerical integral result (Simpson 3/8) = 3.38\n', I):

26

27 $ -—— Plot the Function vo Visualisze the Approximationm ---

0 - figure:; % Create a new figure window

29 - plotix, y, 'o-','LineWideh',1.2): t Plot the points and comnect them with 3 line
n - xlabel('x"):

i - ylabel('£(x)")z

az - title('Numeric Approximation for IoT ECC Operatiom'):

3 - gzid on:

34 § --- Estimave Computational Cost (for illustratiomn) ---

as $ The integral result 'I' can be used as an indicator of computatiomal complexivy
a6 fprintf('Estimated numeric compute cost (semsorx) = $.8f\n', I‘D.Bl:]

il el ZASA 5 Anaall liseentl) kel ey 8 A sha 1 ulaan 28U g Al 45 i 19 JSAI
AU Dl U pale Lsliss)

(Security Analysis)OwY) Jalai 3

daad )l bl ddaa e (ECC) sbcandl cilinially il lae )l i 5,8 aui e gl Jilas X
Laaal) Sl ad day s JB QY (5 sie 4 )le ae LAY i i) 5 gl dpdall Aakail) A Akl Jals
i) 3 Gl ECC Al (530 yan s claiaal) ulapagil) 55 5l Jalii agd 3 Jalaill 138 aalesy elilaial) £1SHI
B3 ganall 2yl sall 0l

sl LS ECC 348 :Y

il z13%0 Jras Lae e sl clbiaial) e Jeaiiall ai e 5l Allas Ja dusaa Jle ECC a3 o
A Claladl 3 p0n e e e alall Ll (e Galdl

Aaulia Lebaa Lo cp pud o1l 5 aal mailias Mo gl (s siua 53 58 ECCe RSA Jie apé Slha)lsiidilie o
B3 g3l <l padll 33 Heal) A (galall

Bl 5 e G peny Caa 505 aUa3 6N 5 31 jas JSES ECC ¢lage

59 | AJAPAS: Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the
Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



Belisl g la¥) o dgasad) el il oLl
Jalis 5 ol ey Ganend (S dag o Ay yda Jsla o ganal) JalSall oy 5l Jie Gonae LS oladiu) N
ol it 8 2wl 8 Al S danall eUad¥) ()Y s age 138 L i) cild e Laliad) e gellaal) e Jaall
Al dadail) b ((timing attacks —oud sl Claaa Ji)
Ssaliall la¥) 550 Uikl LS s (VNS
10Sa s AT Opmen il 53 ¢ PSOUie Cpmen o il 3 ) (T alad a3l 58 alasialy
Ao glhaal) dplaad) Gillaal) dae e Jla 4lle e OMalze s @
0TS i Lm pumt (Rl 3 310 Y a5l iglle e b e Sl
Jashall saall e o ) i g allaill el Gueny Laa Lilali (28U ¢y jlay) Sleadl 2 ) g0 ae a3l @
dilaad) iyl B plalial) Jalas ooy
sl dalt g

ual yiel ji (Replay Attacks) Jlu Y sale ) Cilana (g 32l AGIAN ) ) o YLIY] Alas Al e
Lcatlall

Bdldl g pladl) Cleagll Allaia) JI8y ECC gapmsi @
gl Qhl 2
A8l 5 el 0 ECCs MRI ) seaS dubial) il iles o
Aaaa e @bl e 98 ) CasSl Uadlf 1) ol 30 LS a8 niall COlae lann @
shadl) i i) .3
. side — channelleag! Baa ()5S aaall s jas jea¥) o
53l Acaddie s jeal) A Caraal) Llis (e Iy 280 g de jull (pand @
Ola¥) (5 ghona anill i)y g sUuald
pladiuly el 8 el (s siue o8 o
el a5 A ladll e @
(opeall Clengd dUaill Aaslia o
b a Oaladll pead aey nall A ) ) @

[14]. 880 83l 3 e 58l ye Jsaall Y glae =iy e Al 5,58 o

60 | AJAPAS: Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the
Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



AsBlial g Culld\ 4

ot 5y Cin (MATLAB zeebi_ys aladialy casll 138 G il ddpdaill (o jladll  Zyanel) slSlaall 8S 2,05 5
= lhal¥) A iy danell 3kl daerdl (ECC) 3 shall 4y shanll cilinially il da ) & ¢l
3eliS 5 A8l 5 eyl Gy Ayl AalasYU 25 Hlie da il Lipang)) dpmgiall Tanizal o 18 g i) iliil) < gl

c.a\.l\l\ odg] dulunsi A 58l1a g il il gs..g Lasd 5 cA8Ual) DU

qeiliall Al g5 g ¢ gl - g Apa 3 6 S 2130 1Y

55l (PSO) sl o et Le 5 51 53 5 Bue iV Lppmal) 8N e slaie V) of Ll b} i
Ll a5y 5 obmal) G sSadl) Gl 3 o) leal) clad) A5 mlle 08 () gl -5 g3 48y plal Alaiay) 2l
GIISE3 - 2) ) Aaliie 48y ) s3all ) J sea sl 4 53U (Iterations) 40l S Cllaall sae (yadds) | caiall
i yedn el SLaia V) 138 Balieal) 48 Hhally 45 e %35 () daa Ay eiliall 2 55 (40 ) Gl ) (501 Lo ¢(Lad
o5 Sl (s iVl (el g 5l peilie o pad o s (3ol 4513 ol Hlad) pUai 3lSlae b (5 gacaill 4isan]
gy 28 Al g Al (Real-time Security) o8l Oled) oyl siag Lo sa 9 Al Ll (e ol Jal (3 oSl

RERLA PO,

b ) RN g g ad) Jalsil) quda 480 s Ll

sal % O sassans 3ac i g § Osmatans 35 (i yaiall 4ud 3ac18) sa0al) JalSill 5ok G aniy L) (5
<1yl Uadll Jame A G jda Lalads) dylual) i) cilas ECC eliad & sainall dyiaiall T gladl) g iy il
Jals by ) il 5 480 A e % Osmntans Bac B Cia g ¢ gonrans Sae B (Gulai vie (Accumulated Error)
Ol sy Las cgellaall Jauls Aol cililand) (e 31 Liatian TS Cpaniay a5l ) 86N 138 (385 ) 5 ) ) gial)
(Timing Attacks) < sill claaa aa iy 8 Llias el aUail) miay Ul 5 edudiil) 5 i e sl 4aay)

skl ka5 ol aUaill oy laaa y a5 Al elaY) il pise 550 ALl 45 jlae (1) Jsaall sy

e lilaa) ¢85 Aaaall (3 0l ) ghadll oUail) 5 gadisll ECC aldad oy lall a1 45 5lie 11 Jgaa
ECC Lshal) als

eI pdiga Adii ECC (s (R ) Al Cyeanil) duud
Zlsal A 65 (e ) Jas 5ie (ms) 45.2 ms 29.4 ms ~35% g
aS) il gaaall Uadll Jaee 12 %10 34x%x10° Al 550 (el
ol @l K aae Jau gia 8-12 )< 2 - 3 Lasd &l &S ie ) 3ild o lE
bl ddls BBlginl 4 (ToT) 100% (&) 60% Aaall (10 %40 5

(10T) sladl) i i) ciling B ABUall g 3ol LI

) eaall 8 Us sale Ll (8 JSall 8 Aliaall 5) el 35S (e Al sl o 1aY1 Cilyinia &yl
e %40 ol e b g ) (SA gaaall Gpual) |aa L;ﬂ_(PSO) Gl de ) )l A e Juiady lladll e 3l
Aluall Clubiadl dae ) painl (el 43 8 s dadil (A g (Ouaall e el il 4 )lie 4 ) Al

A Jlagiad o lall Aalal) o g0 4l ol oof il

61 | AJAPAS: Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the
Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



(Bio-Cryptography) sl sl ¢1ai 48 ¢ ga slasl

)};4}‘5;4)4&\ Iy’ P dﬁ.«) 2\_\.\):.\” )J@\}EM\ :\g).\;“ C'_I\_\\:u]\ 4\;“.:;4\‘.;; :Lx;x;gj\ ’EJLA:J\ ’EJJ&L);.\X\ C'_u.ui
G e g5 il A il i g Uil Javy o] 2SAN ddall Aaai¥) elal 3 canll (50 (A
Akl clll &

AgiaY] Agleall Lgiae Sla (s 5 Canll 8 Aadiiuaal) AN (goanll QS Cadlisl 0 Uyl Sl (2) Jsaad) o s g

Lgidben (5 s s dadiiunall (ga2ed) JalSall Caalld 480 45 i 12 Jgaa

daadiiieal) Lasal) A3y laly A Wil Ay | aleal) ) RN (6 giaa b gil) Cilangd LetagDa
sl dae Jsia Lo sia ileall Aa sia
(Trapezoidal)
1/3 O gatans sac\d J\SM L)\.c 4:\“.: MLQA
3/8 () smarans Bacl las liae =y ol i e (e i (5 s Blan
PIES

el A L gale ueat ) 525 (ECC) Aasbiand) cilyinialy 5l ae dgoaall 3 hall zad o) 4l jall < jelial il
_usjudlqu.\n.ui é“"h BJJSJ\ EJJJ;.A:\.AL.'IS“ gﬁ AJ\)AX\ cﬂ).@.’mz\ M@Aﬁﬂ‘jkﬂ\ C\;\;L}AQQAJJ\);”
S Y1 (5 ) el 05 (3 45l ol MATLAB i Goan ( 22 )0 st 5 il 4 05l

0222l
Llaiad Gzt s il el 3 a3 e lidaa¥) olSA Gl ae Lgaed die cdpaaall Gl 38 of ) gilisl) 5

Ulee 15a) ) g @iy oLV s 555 5 g saad) Calall 4SRN Aalast) @lld 8 Ly e siie dplae cilipdad b gyl
L ) Cliplatll 5 ) yuadl a3 paal) Cllliall ae oSl o a8 48 iga 5 3ol ST i dadail sl

Aulall
Compliance with ethical standards
Disclosure of conflict of interest
The authors declare that they have no conflict of interest.
:&bﬂ\ FORE)

2010 45 yoan daala Ll i) yoan o V) dagdall ddpnae 3k Cpse dana e o [1]
2016 (55128 oo 3a ¢ ) dnphall ¢ il lec s B e e dne gsd bl [2]
2024 a5 5 all aalall Hla ¢ 35V Ragdall ¢ il 5 e slaall Cpal (ol s Jlen dana anl ul 3 [3]
2011 €2 smes Al el 3 gaadl o1 5Y) nglall ¢ gaaall Qilail cxpmad) 2o (e 20 [4]
[5] L. Washington, “Elliptic curves: number theory and cryptography. Chapman and Hall/CRC ”, 2008.
[6] I. Blake, G. Seroussi, and N. Smart,“Elliptic curves in cryptography” (265). Cambridge university press,
(265), 1999.
[7] D. Hankerson, S. Vanstone, and A. Menezes, “Guide to Elliptic Curve Cryptography. Springer
Professional Computing”, 2004.

[8] C. Paar, J. Pelzl, “Understanding Cryptography: A Textbook for Students and Practitioners” (J. Pelzl,
Ed.; 1st ed.). Springer Berlin Heidelberg, 2010. https://doi.org/10.1007/978-3-642-04101-3

[9] A. Enge, “Elliptic curves and their applications to cryptography: an introduction. Springer Science &
Business Media”, 2012.

[10]  J. Buchmann, “Introduction to Cryptography. Springer Science & Business Media”2020.
[11]  A. Quarteroni, R. Sacco, and F. Saleri,“Numerical Mathematics” Springer, 2017.

62 | AJAPAS: Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the
Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



[12] M. Thenmozhi, M. Sakthimohan, G. Elizabeth Rani, S. Janani, and V. Kumar, “Elliptic Curve
Cryptography: Protecting Healthcare Data in the Digital Age. In 2024 5th International Conference on
Electronics and Sustainable Communication Systems” , IEEE, ICESC, pp. 830-836, August :2024.

[13] O. Sabri, B. Al-Shargabi, A. Abuarqoub, and T. Hakami, “A Lightweight Encryption Method for 10T-
Based Healthcare Applications: A Review and Future Prospects”. 10T, 6(2), 23, 2025.

[14] B. Aboshosha, M. Zayed, H. Khalifa, and R. Ramadan, “Enhancing Internet of Things security in
healthcare using a blockchain-driven lightweight hashing system”. Beni-Suef University Journal of Basic and
Applied Sciences, 14(1), 56, 2025.

[15] T. Chinbat, S. Madanian, D. Airehrour, and F. Hassandoust, (2024) “Machine learning cryptography
methods for 10T in healthcare. BMC Medical Informatics and Decision Making”, 24(1), 153, 2024.

Disclaimer/Publisher’s Note: The statements, opinions, and data contained in all publications are solely those of
the individual author(s) and contributor(s) and not of AJAPAS and/or the editor(s). AJAPAS and/or the editor(s)
disclaim responsibility for any injury to people or property resulting from any ideas, methods, instructions, or
products referred to in the content.

63 | AJAPAS: Copyright: © 2026 by the authors. Submitted for possible open access publication under the terms and conditions of the
Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



