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Abstract

Every deployed RSA implementation rests on one algebraic assumption: that factoring large integers is hard.
Nobody has an independent, formally verified way to check that a given private key was actually generated
correctly, and there is no well-understood second layer sitting on top of that single assumption. Quantum
algorithms and decades of cryptanalytic progress keep narrowing the margin around it, which is part of why
standards bodies are already moving toward lattice-based replacements. This paper works out the mathematics
of an existing idea that earlier graph-augmented RSA proposals mostly left informal: binding the RSA private
exponent to a directed graph G(V, E) generated by the public permutation u = us (mod n). We prove the
construction is correct for every valid key pair, show that G is always a publicly and efficiently decomposable
union of disjoint directed cycles rather than an NP-hard structure, derive the exact condition under which a
simple trapdoor path of a requested length exists, and give closed-form time and space complexity bounds.
Every result is checked twice: once by hand on a fully worked numerical example (n = 143), and once
empirically, across a 72-configuration benchmark spanning three RSA modulus sizes and four graph orders,
where the measured overhead ranges from 14% to 343% of baseline RSA key-generation time depending on the
chosen |V|. The central security result is a clean reduction: recovering the model's private key is at least as hard
as breaking standard RSA, and no harder. The graph layer adds no independent, NP-hardness-based security
margin, so what's left is a single, precisely stated open question about resistance to partial-information and side-
channel observation.
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1. Introduction

The security of any digital system depends on how its keys are generated [4], [16], [24]. RSA [1] and ECC [2],
[33] are still the pillars of current infrastructure, but each rests on a single hard problem, integer factorization for
one and the discrete logarithm problem for the other, and both are increasingly exposed to classical cryptanalytic
progress [9], [34] and to quantum algorithms [3], [31]. A fair amount of work has tried to strengthen RSA-
family schemes with auxiliary combinatorial structure: graphs, lattices, coding-theoretic overlays. The pattern in
that literature is a gap rather than a strength. The auxiliary structure tends to be described informally, its
hardness is asserted rather than derived, and its computational cost usually goes unmeasured. That makes such a
scheme hard for a practitioner to evaluate and just as hard for a cryptanalyst to attack in any principled way.
This paper works through that gap for one natural construction: binding RSA's algebraic structure to a directed
graph via the public permutation u — ue (mod n). We give it the treatment these proposals usually lack: formal
theorems with proofs (Section 4), a closed-form complexity analysis tied to measured runtime (Sections 4.5 and
7), and a precise statement of what security margin the construction does and does not provide (Sections 5-6),
following established cryptographic engineering practice [15], [17], [21].

One point is worth flagging before going further, since it affects how several later sections should be read.
Constructions of this kind often lean on the graph isomorphism problem (GIP) as a source of extra hardness: no
polynomial-time algorithm is known for GIP on general graphs, and it is one of the few natural problems
believed to sit strictly between P and NP-complete [6], [27]. Section 4 shows that appeal does not hold for the
specific graph family built here, because the edge exponent is fixed to the public RSA exponent e, the induced
graph is always a publicly and efficiently decomposable union of cycles rather than a generic hard instance.
Throughout the paper we use "trapdoor” in the precise sense set up in that section, not the looser, GIP-flavored
sense that similar constructions sometimes invoke. Before any of this can be made precise, though, we need the
underlying number-theoretic machinery in place: the modulus, the totient function, and the Chinese Remainder
Theorem, which later determines how efficiently the construction runs. Section 2 covers that ground.

2. Mathematical Foundations

2.1 Prime Number Theory and Euler Totient

The model uses two large primes, p and g, to form the modulus n = p x g, following the classical RSA
construction [1], [11], [23]. The Euler totient function, @(n), fixes the size of the key space:

o(n)=(p—1)(¢—1)

Equation (1) gives the order of the multiplicative group (Z/nZ)*, which determines the public and private key
exponents [12], [19], [25].

2.2 The Chinese Remainder Theorem (CRT)

To keep computational latency manageable at large key sizes, we use the Chinese Remainder Theorem, a
standard technique for accelerating RSA-type operations [7], [18], [22]. For a system of congruences x = a;
(mod m;) with pairwise coprime moduli m;, the unique solution x (mod M) is:

K
T = ZaiMiyi (mod M)

i=1

Here M = []i mj, M; = M/mj;, and y; = M (mod my;). This lets cryptographic operations run in parallel, which
keeps performance stable even at high-security parameter sizes [10], [13]. With the modulus, the totient, and the
CRT machinery in place, the rest is purely structural: how these algebraic quantities get organized into the graph
G(V, E) analyzed in the remainder of the paper. Section 3 lays out the three-phase construction.
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3. The Proposed Mathematical Model

The model operates through a three-phase architecture combining algebraic and topological methods, shown in
Figure 1.

( N\ [ \ [ 3
Phase | Phase Il Phase Il
Prime Generation & 1+ Edge Transition 1 Hamiltonian Key
Modulus Construction Mapping onto G(V,E) Binding & Private
(h=pxq) (Eq. 3) Key Recovery (Eq. 4)
. J . J \ J

Figure 1. Three-phase architecture of the proposed hybrid model.

3.1 Edge Transition Logic

We construct a directed graph G = (V, E), where V is the set of residue classes modulo n, using standard graph-
theoretic formalism [6]. An edge exists between u and v exactly when:

v=u" (mod n)

The exponent k in Equation (3) is fixed to the RSA public exponent e, that is, k = e, which closes a gap left in
earlier descriptions of this model, where k was only said to be "derived from the CRT components" with no
specific formula given. Each directed edge of G is therefore a single RSA encryption step, u — u¢ (mod n), so G
is entirely public: anyone can build it directly from (e, n). Figure 2 shows a representative instance of G(V, E)
along with the Hamiltonian path used for key binding.

B Edge: v =uX (mod n)
I Hamiltonian path (private key d)

Figure 2. Directed graph G(V, E) with edge-transition logic and the Hamiltonian key-binding path.

3.2 Hamiltonian Key Binding
The private key d is bound to a specific Hamiltonian path in G, which must satisfy the congruence:

e-d=1 (mod ¢(n))
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The private key d is bound to a specific Hamiltonian path in G, which must satisfy the congruence:

u; 1 =uf (mod n)

which is exactly how the public edges of G are generated (k = e, Section 3.1) and can be computed efficiently
by anyone. The reverse traversal,

u; =u, ; (mod n)

recovers u; from u;+1, and only a party holding d can compute it efficiently, since (uir1)? = (u€)d = ui(ed mod
¢(n)) = ui' = u; by Equation (4). Equations (5)—(6) together establish G as a public, RSA-permutation-generated
structure where forward traversal is free to anyone, while reverse traversal, and hence identifying the private
path P, requires d. Section 3.3 works through a small example, and Section 6 asks what this trapdoor duality
does and does not prove about the model's security.

3.3 Hlustrative Numerical Example

To make the construction concrete, we work through a small instance with p = 11 and q = 13, well below any
secure parameter size, but small enough to check every step by hand.

Step 1 (Section 2.1): n=p-q=11 x 13 =143, and ¢(n) = (p—1)(q—1) = 10 x 12 = 120.

Step 2 (Section 2.2/2.1): choose e = 7, since ged(7, 120) = 1. Solving e-d = 1 (mod 120) with the extended
Euclidean algorithm gives d = 103, and indeed 7 x 103 =721 =6 x 120 + 1.

Step 3 (Section 3.1, Eq. 5): starting from uo = 2, the forward trapdoor chain ui+1 = u;” (mod 143) produces:
Uo=2—w=2"mod 143 =128 — u> = 128" mod 143 =28 — us = 28" mod 143 = 63

Step 4 (Section 3.2, Eq. 6): starting from us = 63 and applying u; = ui+1'°* mod 143 recovers the same chain in
reverse:

63 — 63'° mod 143 =28 — 28'* mod 143 =128 — 128'" mod 143 =2

This confirms, on a fully checkable instance, that (2, 128, 28, 63) is a directed path in G under the public edge
rule (Eq. 5), that it can only be traversed in reverse by a party holding d = 103 (Eq. 6), and that both directions
compute correctly modulo the same n = 143 used throughout Section 2. In a production deployment p and q
would be hundreds of bits long and |V| would be chosen independently of n (Section 7), but the underlying
algebra is identical at any scale.

Algorithm 1. Hybrid number-theoretic / graph-based key generation

Input: security parameter A (bit-length of p, g); graph order |V|

Output: public key (e, n); private key d bound to a simple trapdoor path P of length |V|

1. Generate two random primes p, g of bit-length A; compute n = p-q and ¢(n) = (p—1)(q—1). [Eq. 1]

2. Select public exponent e coprime to ¢(n) (e.g. e = 65537); compute d = e (mod @(n)). [Eq. 2, 4]

3. The edge rule of G is the public map u — u¢ (mod n); no separate construction step is needed. [EqQ. 3]

4. Sample uo uniformly from Z,*; build ui, ..., u|V|—1 via ui1 = u;¢ mod n. If a repeat occurs before |V|
distinct vertices are produced, resample uo and restart this step. [Eq. 5, Thm. 3]

5. Set P = (uo, ..., u|V|—1); return public key (e, n) and private key (d, P).

4. Formal Mathematical Analysis

This section turns the informal claims of Section 3 into theorems with proofs, and in Section 4.3 it also revisits a
claim about graph complexity that earlier comparative accounts of this construction have overstated.

4.1 Algebraic Preliminaries: the Structure of Z,*

By the Chinese Remainder Theorem, the ring Z, is isomorphic to Z, X Z_q whenever n = p-q with p, q distinct
primes [7], [19]. Restricting this isomorphism to units gives a group isomorphism Z,* = Z,* x Z_g*. Since p
and g are prime, Z,* and Z_qg* are each cyclic, of orders p—1 and gq—1 respectively; the multiplicative group of a
finite field is always cyclic, which is a classical result [6], [19], [32]. So Z.* is a direct product of two cyclic
groups, and every element u € Z,* has a well-defined multiplicative order t = ord(u) dividing A(n) = lcm(p—1,
g—1), the Carmichael function. It is this algebraic structure, not an arbitrary or adversarially chosen graph, that
underlies the construction of Section 3 and grounds every result below.
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4.2 Correctness of the Key-Generation Model

Theorem 1 (Well-definedness). For every u € Z,* and every key pair (e, d) satisfying Equation (4), (u¢)¢ =u
(mod n).

Proof. Since e'd = 1 (mod ¢(n)), write e'd = 1 + k-@(n) for some integer k > 0. Then (v°)! = u*{ed} =
uM1+ko(n)} = u@Men)})"{k}. By Euler's theorem, u*{p(n)} = 1 (mod n) for every u € Z,*, so
UM o(MPYH™MK} =1 (mod n), giving (ue)d =u (mod n). m

This is exactly the fact we checked by hand in Section 3.3 for n = 143: it guarantees that step 4 of Algorithm 1
always recovers the correct predecessor, for any valid (p, g, €) and any u € Z,*, not only the specific instance
tested there.

4.3 Structure of the Induced Graph G

Theorem 2 (G is a disjoint union of directed cycles). Let 6. : Z,* — Zy*, 6(u) = u¢ (mod n), be the map defining
the edges of G in Equation (3) with k = e. Then o. is a bijection, and the directed graph G = (Z,*, E) with E =
{(u, o(u))} has out-degree 1 and in-degree 1 at every vertex; it therefore decomposes into a disjoint union of
directed simple cycles that partitions Z,* exactly.

Proof. Because gcd(e, ¢(n)) = 1 — required for e to be a valid RSA public exponent — e has an inverse d
modulo ¢(n), and by Theorem 1, u = u¢ (mod n) is a two-sided inverse of . on Z,*. A map with a two-sided
inverse is a bijection, so o. permutes the finite set Z,*. Every permutation of a finite set decomposes uniquely,
up to the starting point chosen in each cycle, into disjoint cycles [6]; each vertex therefore lies on exactly one
cycle, giving out-degree and in-degree exactly 1 everywhere. m

Corollary 2 (the cycle decomposition is easy, not NP-hard). Because every vertex of G has out-degree 1, the
entire cycle decomposition can be computed just by following successor pointers from each unvisited vertex
until a repeat appears, which takes O(|Z,*[) time and space in total. The worked example bears this out directly:
the 120 elements of Zi43* split into exactly 42 disjoint cycles (twelve fixed points, six 2-cycles, and twenty-four
4-cycles), computed in linear time with no search involved. For the deterministic, single-successor construction
defined in Section 3.1, there is no NP-hard graph problem for an attacker to solve, because there is no search
problem at all: the entire structure of G is a public, linear-time-computable object once (e, n) are known. Table 1
reflects this, and Section 6 restates the model's provable security floor accordingly.

4.4 Existence and Uniqueness of the Trapdoor Path

Theorem 3 (cycle length). Let uo € Z,* have multiplicative order t. The forward chain of Equation (5), uo, u1 =
0.(10), U2 = 6¢(u1), ..., is periodic with minimal period

L(ug) =ords(e), t=ord(uy)

the multiplicative order of e modulo t. Equivalently, the cycle of G containing uo has length exactly L(uo), and
the [V| vertices uo, ui, ..., u|V|—1 built by Algorithm 1 are pairwise distinct if and only if [V| < L(uo).

Proof. Since uo has order t, u; = o.i(uo) = uo™{e' mod t}, and uo"{a} = uo"{b} iffa=b (mod t). Soui=wo iffe' =
(mod t), i.e. iff ord_t(e) divides i; the smallest positive such i is by definition ord_t(e) = L(uo), which gives the
period. For 0 < i < L(uo), the exponents e’ mod t are pairwise distinct modulo t, so the corresponding powers
o {el mod t} are pairwise distinct elements of Z,*, which gives |V| < L(uo) as the exact condition for a simple
path of length [V|. m

Section 3.3 confirms this: uo = 2 has order t = 60 in Ziss* (2°° = 1 mod 143, and no smaller power is), and
ordeo(7) = 4, so Theorem 3 predicts L(2) = 4, which is exactly the length of the path (2, 128, 28, 63) built by
hand; it returns to uo = 2 on the fifth application of Equation (5), as required.

Corollary 3 (existence condition). Algorithm 1 produces a well-defined simple path of the requested length |V|
exactly when the key generator picks a starting vertex uo whose order t satisfies ord t(e) > |V|. Since the
generator holds p and g, this can be checked efficiently, or more simply guaranteed by directly simulating the
first |V| steps, which is what Algorithm 1 already does before binding the path to d.

4.5 Complexity Analysis

Proposition 4 (time and space complexity). Under schoolbook modular arithmetic, generating a A-bit RSA
modulus by independent random primality search costs O(A*) bit operations in expectation: O(A) candidate
primes are tested, each needing O(L) Miller—Rabin rounds (a small constant in practice) of O(A?) work per round
[71, [8]. Each modular exponentiation by a fixed exponent costs O(A? log e) bit operations via square-and-
multiply, and Algorithm 1 performs [V| — 1 such exponentiations to build the trapdoor chain of Equation (5).
The total expected bit-operation cost of Algorithm 1 is therefore:
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T\, M) =0(A") + O([V - Alogee)

Space complexity is O(A) if only the current chain element is kept at each step, as in the streaming
implementation used for the Section 7 experiments, or O(|V|-A) if the entire path P is stored for later auditing.
Equation (8) predicts that, for fixed |V/|, the relative overhead of the graph-binding step should shrink roughly as
[V)/A% as A grows, since the A* term eventually dominates. The measurements in Section 7 point the same way:
overhead falls as bit-length grows at fixed [V| = 128, though the falloff is considerably flatter than a naive A*-
versus-A? comparison would suggest. That's not surprising: production libraries such as the OpenSSL backend
used in Section 7 rely on sub-quadratic multiplication and heavily optimized primality testing, so the
schoolbook constants behind Equation (8) don't directly govern the small-scale, high-variance measurements of
a six-trial sweep. Equation (8) is best read as an asymptotic guide to how the two cost terms scale independently
in A and |V, rather than a predictor of exact runtimes at the moduli sizes tested here.

4.6 Probabilistic Properties

Lemma 2 (distribution invariance). If uo is drawn uniformly at random from Z,*, then for every i > 0, u; = oc'(uo)
is also uniformly distributed over Z,*.

Proof. By Theorem 2, . is a bijection of the finite set Z,*, so it maps the uniform distribution on Z,* to itself:
for any fixed v € Z,*, Pr[cc(uo) = v] = Pr[uo = o.7'(v)] = 1/|Z.*], since o, is also a bijection. The claim for
general 1 follows by induction, applying the same argument to o, itself a bijection as a composition of
bijections. m

In practice, Lemma 2 means that no single point of the trapdoor chain leaks information about its position in the
sequence beyond what the uniform distribution already contains. That's necessary but not by itself sufficient for
the chain to resist analysis. It says nothing about the joint distribution of consecutive points, which is fully
deterministic given uo (Theorem 1), and it doesn't bound how much an adversary learns from several
consecutive u; values observed together, which is a harder question outside its scope. The distribution of cycle
lengths L(uo) over a uniformly random uo is itself a substantially harder number-theoretic question tied to the
study of multiplicative orders and RSA "cycling attacks" [9]; we don't attempt a full derivation here, and flag it,
along with Conjecture 1 of Section 6, as a concrete direction for future work. Viewed as a stochastic process, the
chain (u) is a degenerate Markov chain with transition probability 1 to a single deterministic successor, so the
more informative object for security analysis is not the chain itself but the distribution of L(uo) over the key
space.

4.7 Generalization and Parameter Stability

Proposition 5 (parameter independence). Theorems 1-3 hold for every RSA modulus n = p-q with p, g distinct
primes and every valid exponent pair (e, d) with gcd(e, ¢(n)) = 1, independent of the bit-length A and the graph
order |V|: none of the three proofs uses any property of A or [V| beyond finiteness of Z,*. The model is therefore
structurally stable as parameters vary — enlarging A or |V| changes the quantitative cycle lengths and
computational cost (Section 4.5), but never invalidates correctness (Theorem 1), the cycle-decomposition
structure (Theorem 2), or the exact existence condition for a simple path (Theorem 3). The same proofs carry
over verbatim to multi-prime moduli n = pip2-+-p_r, r > 2, since Theorem 2's proof only needs o. to be invertible
on Z,*, which holds for any n and any e coprime to ¢(n) regardless of how n factors; we do not explore multi-
prime variants further here, but the extension is immediate.

At this point the construction's structural properties are settled: it is a correct, cycle-structured, parameter-stable
re-encoding of RSA. What's left is turning that structural fact into a security comparison a practitioner can
actually use, which is the job of Section 5.

5. Security and Cryptanalysis

Table 1 summarizes, at a structural level, how the proposed model differs from standard RSA in light of
Theorem 2 and Corollary 2: the graph layer is not an NP-hard obstacle but a linear-time-decomposable public
structure. Read it alongside Section 6, which states precisely what security floor the model does provably offer.

Table 1. Comparative security metrics: RSA vs. proposed model.

Metric RSA Proposed model
Factorization dependency Mandatory Mandatory — identical (Cor. 1)
Graph topology complexity N/A O(|V|) — permutation digraph,
trivially decomposable (Thm. 2)
Additional hardness beyond RSA | N/A None proven (Thm. 2, Cor. 2)
Resistance to brute force Sub-exponential (GNFS) Identical to RSA (Cor. 1)
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As Table 1 shows, possessing d alone is, in this construction, equivalent to possessing the path P (Section 3.2),
so the last two rows report the same underlying RSA hardness viewed through two different representations of
the key, not two independent barriers an attacker has to defeat separately. Section 6 develops this point in detail.

6. Toward a Security Reduction

This section states plainly what can and cannot currently be proven about the model.

Lemma 1 (Miller's reduction, classical result). If an adversary obtains the private exponent d together with the
public values (e, n), n can be factored in expected polynomial time using a standard probabilistic algorithm:
knowledge of a multiple of @(n) — namely ed — 1 — allows extraction of a nontrivial square root of unity
modulo n with probability at least one-half per attempt [9], [35].

Corollary 1. Because Equation (4) defines d as the ordinary RSA private exponent, and Equations (5)—(6) show
that the Hamiltonian path P is recoverable from d in O(|V|) modular exponentiations — though not the reverse,
since d is not recoverable from P alone without inverting Eq. 6 — recovering either d or P is, by Lemma 1, at
least as hard as factoring n. The model's key-recovery security reduces cleanly to standard RSA hardness [1],
[9], and no attack on (d, P) weaker than attacking RSA directly is currently known.

What Corollary 1 does not give is an independent lower bound from GIP. Since G is fully public (Section 3.1)
and P is algebraically determined by d (Eg. 6), an adversary who already has d gains nothing from solving a
graph isomorphism instance to find P, and an adversary who somehow solved GIP on G without knowing d
would still need to verify a candidate path against Equation (4), which itself presupposes knowledge of ¢(n). We
therefore state the graph layer's contribution as an open conjecture rather than a proven result:

Conjecture 1. For the graph family generated by Equation (3) with k = e, no algorithm distinguishes the trapdoor
Hamiltonian path P from a uniformly random Hamiltonian path in G in time polynomial in |V|, without either
knowledge of d or a solution to the corresponding GIP instance.

Corollary 2 already narrows this considerably: because forward traversal of G is public and efficient for anyone
(Theorem 2), an attacker gains nothing from "solving GIP" on G in the traditional sense, since there is no hidden
isomorphism to find, only a public successor function anyone can iterate. What remains genuinely open is
narrower than the conjecture above suggests. It is not whether G hides a hard combinatorial puzzle (Corollary 2
shows it does not), but whether partial, noisy, or side-channel observations of a legitimate party's chain, say a
subset of intermediate u; values leaked during Algorithm 1's execution, could let an attacker infer d or narrow
down p, q faster than attacking RSA directly. We restate the conjecture in this narrower form:

Conjecture 1 (revised). No algorithm that observes a strict subset of the trapdoor chain u, ..., u/V|—1, without
observing d directly, can recover d, or distinguish the observed subset from a uniformly random same-size
subset of Z,*, in time polynomial in [V| and A, faster than by attacking RSA directly via Lemma 1.

Proving or refuting this narrower conjecture, either by exhibiting a partial-information attack that beats generic
RSA cryptanalysis or by a reduction ruling one out, is, together with the distribution of cycle lengths raised in
Section 4.6, the main open theoretical problem left by this work. Until it is resolved, the honest security claim is:
(i) recovering the key is provably at least as hard as breaking RSA (Corollary 1); (ii) the graph layer, per
Corollary 2, contributes no NP-hardness margin and should not be called "multi-trapdoor"” in the sense of an
independent hard problem; and (iii) whether it nonetheless raises the bar against partial-information or side-
channel attacks is the sole open question, addressed by Conjecture 1 (revised), and is not currently backed by a
formal reduction [5], [6], [8], [28].

6.1 Boundary Cases and Practical Limits

A precise open question is more useful to a practitioner when it comes with an equally precise map of where the
construction is known to struggle. Four boundary cases are worth spelling out.

Small |V| relative to available compute. If [V| is chosen small (say [V| < 10), the trapdoor chain is short enough
that an adversary who obtains even a single intermediate u; could plausibly brute-force the remaining forward
and backward neighbors by exhaustive search over small exponents, regardless of anything proven in Section 4.
The graph layer's value as an implementation-level obstacle needs |V| large enough that this kind of direct
search is infeasible; that's satisfied by our benchmark range of 64-512 (Section 7), but it isn't automatic for
arbitrarily small |V|.

Degenerate starting points. Theorem 3 guarantees a simple path of length |V| exists iff L(uo) > |V|, but it says
nothing about how many candidate uo values fail this test. The worked example's extended check (Section 4.3)
found starting points of cycle length 1, fixed points of c., among the 120 elements of Zis*. At production key
sizes such degenerate points are believed to be rare, but we haven't proven a lower bound on the fraction of uo
with sufficiently long cycles, so Algorithm 1's resampling loop has no proven bound on its expected number of
iterations. All we have is the empirical observation, consistent with Lemma 2's uniformity result, that
resampling was never triggered more than once across the 72 experimental runs of Section 7.

Side-channel exposure of the binding phase. Somewhat counter-intuitively, the graph-binding step is a net
increase in attack surface rather than a reduction: standard RSA key generation exposes one keygen to side-
channel observation, while Algorithm 1 additionally performs |V| — 1 sequential modular exponentiations (Eq.
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5) during path construction, each a further point where timing or power-analysis leakage could occur. Since P is
algebraically equivalent to d (Corollary 1), leaking a single intermediate u; under favorable conditions could be
as damaging as leaking d itself, and power-based side-channel leakage of this kind is well documented for
cryptographic implementations generally [14]. The construction makes no side-channel hardening claim;
Conjecture 1 (revised) asks whether it could be given one, not whether it already has one.

Very large |V] relative to M(n). At the opposite extreme, Theorem 3 bounds the maximum simple-path length by
L(uo), which itself divides the Carmichael function A(n). Requesting [V| close to this ceiling makes suitable
starting points rare and the resampling loop of Algorithm 1 correspondingly slow, adding an unbounded number
of retries in the worst case on top of the linear O(JV|-M(A)) cost from Proposition 4. We don't encounter this
regime in Section 7's tested range (|V| < 512 against moduli with A(n) on the order of 2'02°-2306%) but a
deployment choosing |V| in the thousands or higher without checking against A(n) first would be operating
outside the range this paper validates.

7. Experimental Validation

A common concern with hybrid, multi-trapdoor constructions is that added structural complexity translates into
added runtime cost [16], [17]. To check this directly, we implemented Algorithm 1 in Python 3.12 using the
OpenSSL-backed cryptography library for RSA generation, and measured end-to-end key generation time for
both the RSA baseline and the proposed model on the same machine, in the same process. We swept two
independent parameters, RSA modulus size (1024, 2048, and 3072 bits) and graph order |V| € {64, 128, 256,
512}, with six trials per (bits, [V|) configuration, for 72 trials in total. The modulus n produced by the RSA step
was reused directly as input to the graph-construction and path-binding step (Algorithm 1, steps 3-4, via the
trapdoor chain of Eq. 5). Table 2 and Figure 3 report the |V| = 128 slice against the RSA baseline; Table 3 and
Figure 4 report the full two-parameter sweep and its scaling behavior.

Table 2. Measured key generation time: RSA vs. proposed model (Python 3.12, cryptography/OpenSSL
backend, |V| = 128).

Modulus size RSA (ms) Proposed model Overhead Path coverage
(ms)
1024-bit 10.32 17.12 +65.8% 100%
2048-bit 42.88 65.45 +52.6% 100%
3072-bit 94.90 142.56 +50.2% 100%
166.4
160 4 W Standard RSA

B Proposed Model

142.5

[=)]
o
1

Mean Key-Generation Time (ms)
I ©
=) <)
L 1

20 A

1024-bit 2048-bit 3072-bit

Figure 3. Key generation time comparison: RSA vs. proposed model (V| = 128).

At fixed |V| = 128, measured overhead runs from roughly 66% at 1024 bits down to about 50% at 3072 bits
(Table 2). Because the edge exponent is fixed to k = e = 65537 (Section 3.1), each hop of the trapdoor chain in
Equation (5) is a full-size modular exponentiation rather than a cheap small-exponent operation, so the graph-
binding step is not negligible next to RSA key generation itself. The overhead trend is mostly driven by how
RSA prime-search cost scales with modulus size relative to a fixed-|V| chain of e-exponentiations.
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Table 3. Graph-binding overhead by graph order |V| and modulus size (mean of 6 trials per cell).

V]| 1024-bit 2048-bit 3072-bit
64 +31% (3.3 ms) +28% (11.3 ms) +14% (23.6 ms)
128 +66% (6.8 ms) +53% (22.6 ms) +50% (47.7 ms)
256 +126% (13.7 ms) +86% (45.2 ms) +111% (95.3 ms)
512 +343% (27.4 ms) +174% (91.7 ms) +95% (189.4 ms)
—8— 1024-bit modulus
1751 =@~ 2048-bit modulus
m -8~ 3072-bit modulus
£ 1501
Q
£
= 125 4
g
T 100 A
-
:—'% 75 1
G
c 50
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il 21 //
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Graph Order |V| (number of vertices)

Figure 4. Graph-binding time vs. [V| for each modulus size.

Two regularities stand out in Table 3 and Figure 4. First, for a fixed modulus size, graph-binding time grows
linearly in |V|: doubling |V| roughly doubles the added time at every modulus size tested (at 2048 bits, for
instance: 11.3 ms — 22.6 ms — 45.2 ms — 91.7 ms for |[V| = 64, 128, 256, 512), which matches the O(|V|)
modular-exponentiation cost of Equation (5). Second, since graph-binding cost is driven by the fixed exponent e
rather than by modulus size, its relative overhead is highest exactly where RSA itself is cheapest: at 1024 bits
and |V| = 512 the measured overhead reaches roughly 343% of the RSA baseline, while at 3072 bits and |V| = 64
it falls to about 14%. Absolute RSA-generation times also carried visible run-to-run variance, an expected
consequence of probabilistic prime search averaged over only six trials per cell, which is worth keeping in mind
when comparing individual rows, though the linear-in-|V| trend itself held consistently across all repetitions.
Practitioners should treat |V| as a parameter with real, non-negligible cost, set according to the desired margin
from Section 6 rather than increased freely; at large |V| and small-to-medium modulus sizes, the graph-binding
step can end up dominating total key-generation time. These results are best read as a proof-of-concept on a
reference implementation rather than a fully optimized library [10], [18].

8. Discussion

Sections 4-7 together suggest that binding a Hamiltonian-path structure to RSA key generation is best
understood, given the current analysis, as a structured re-encoding of the standard RSA private key rather than
an independently hard second problem. Corollary 1 gives a real, provable security floor: breaking the model is at
least as hard as breaking RSA. Corollary 2 closes off the originally hoped-for GIP-based ceiling by showing the
graph itself is a public, linear-time-decomposable structure with no NP-hardness to exploit. What remains open
is only the narrower, partial-information question posed in Conjecture 1 (revised), not a broader “dual-hardness,
multi-trapdoor™ claim, which Section 4's analysis does not support. Saying this plainly seems more useful than
leaving an overstated conjecture unexamined [6], [8].

The shape of the overhead numbers in Section 7 follows directly from Section 4's theorems rather than being an
independent empirical accident. Proposition 4 predicts an O(A*) cost for RSA prime generation against an
O(|V|-A*-1og e) cost for graph binding. Since log e is a small fixed constant (e = 65537 has just 17 significant
bits) while A* grows sharply with modulus size, the two terms are on comparable footing only at small A, which
is exactly where Table 2 shows overhead peaking (66% at 1024 bits) and Table 3 shows it climbing highest at
large |V| (343% at 1024 bits, |V| = 512): the graph term hasn't yet been dwarfed by the quartic RSA term. As A
grows past 2048 and 3072 bits, the quartic term increasingly dominates, and the linear-in-|V| graph cost shrinks
in relative terms even as its absolute cost (Figure 4) keeps growing. The theory in Section 4.5 and the
measurements in Section 7 are two views of the same mechanism, not two independent findings that happen to
agree.

The implication for wider adoption follows the same logic. Systems that already operate at large modulus sizes
as a matter of policy, TLS certificate authorities issuing 3072-bit or 4096-bit RSA roots, or long-lived code-
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signing keys, could add the graph-binding layer at overhead in the tens of percent, a cost profile similar to
established hardening measures such as constant-time modular exponentiation or blinding [26]. Systems
constrained to smaller keys or high key-generation throughput, embedded devices, ephemeral session keys,
high-volume certificate issuance, are a worse fit, since Table 3 shows the relative cost can exceed 300% in
exactly that regime. This asymmetry matters for a systems designer: the construction suits low-frequency, high-
value key generation (root certificates, long-term identity keys) far better than high-frequency, latency-sensitive
key generation, and deployment guidance drawn from this work should say so explicitly rather than treating |V|
as one-size-fits-all.

Three practical limitations follow from this framing. First, because P is algebraically determined by d (Eqg. 6),
the graph layer does not protect against an adversary who already recovers d by any means, including side-
channel attacks on the RSA primitive itself; per Corollary 2, it also does not force any adversary through a hard
combinatorial search, so its practical value is limited to the narrower partial-information setting of Conjecture 1
(revised), not general key-recovery resistance. Second, the Section 7 experiments confirm that graph-binding
cost scales linearly and predictably with |V| (Proposition 4), which is good for deployability, but it also means
[V| cannot be made asymptotically large without a proportional runtime cost (Table 3), unlike a true asymmetric
hardness gap. Third, the model's relationship to quantum adversaries remains open rather than settled: Shor's
algorithm [3] directly breaks the factoring-based floor established in Corollary 1, so the model offers no more
quantum resistance than plain RSA at that floor, and Corollary 2 rules out any graph-based quantum-hardness
ceiling too, leaving only the unresolved partial-information question of Conjecture 1 (revised) as a place where
quantum hardness hasn't been characterized either way [4], [19]. Organizations facing a genuine quantum-
security deadline should treat this construction as a hardening measure for existing RSA infrastructure in the
interim, not as a substitute for migrating to the lattice-based standards now being finalized [20], [29], [30]. The
four boundary cases of Section 6.1, small |V|, degenerate starting points, side-channel exposure of the binding
phase itself, and |V| approaching A(n), sharpen this picture further, each marking a regime where the
construction's practical guarantees are weaker than the asymptotic theorems of Section 4 might suggest on their
own.

Overall, these findings position the proposed model as a legitimate, backward-compatible enhancement to RSA-
based key generation for classical adversaries, offering a structured, formally verified construction (Section 4)
and a documented, tunable overhead profile (Section 7), rather than an independent post-quantum or dual-
hardness scheme. Its principal advantage is the low migration cost for organizations with existing RSA
infrastructure [11], [15], together with the deterministic correctness and cycle-structure guarantees established in
Section 4. Its principal open question, made precise in Conjecture 1 (revised), is narrowly about partial-
information and side-channel resistance rather than any independent combinatorial hardness, and answering it is
the central item of future work identified in Section 9.

9. Conclusion

This work introduced a hybrid number-theoretic and graph-theoretic construction for RSA key generation, made
explicit the link between the CRT-based key-generation phase and the graph-construction phase through the
trapdoor duality of Equations (5)—(6), and gave the construction the formal treatment such proposals typically
lack. Its contributions are:

» Correctness. We prove the construction correct for every valid RSA key pair (Theorem 1), and confirm it by
hand on a fully worked numerical example, n = 143 (Section 3.3).

* Structural characterization. We prove the induced graph G is always a publicly and efficiently decomposable
union of disjoint directed cycles, not an NP-hard structure (Theorem 2, Corollary 2).

 Existence and uniqueness. We derive the exact condition — |V| < L(uo), the multiplicative order of € modulo
ord(uo) — under which a simple trapdoor path of a requested length exists (Theorem 3), with the corresponding
resampling procedure (Corollary 3).

» Complexity analysis, theoretical and measured. We derive closed-form time and space complexity bounds
(Proposition 4) and confirm their qualitative predictions against a 72-configuration empirical benchmark
spanning three RSA modulus sizes and four graph orders (Section 7), with overhead ranging from 14% to 343%
of baseline depending on parameters.

» A precise security reduction. We show the model's key-recovery security is provably at least as strong as
standard RSA (Corollary 1), no weaker and, per Corollary 2, no independently stronger, and we isolate the one
narrow open question — partial-information and side-channel resistance — in a precisely restated Conjecture 1
(revised), together with four concrete boundary cases (Section 6.1) where the construction's guarantees are
weakest.
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* Deployment guidance. We identify who should and should not consider this construction: low-frequency,
high-value key generation such as root certificates and long-term identity keys, and explicitly not latency-
sensitive or high-throughput key issuance (Section 8).

We deliberately do not claim quantum resistance or independent "multi-trapdoor"” hardness. The model offers a
formally verified, structured re-encoding of the RSA private key with a well-defined and now precisely
quantified computational overhead (Section 7), and a narrow, still-open question about partial-information
resistance (Conjecture 1, revised), rather than a proven additional hardness layer. Future work will pursue a
formal resolution of Conjecture 1 (revised), a closed-form or bounded expression for the distribution of cycle
lengths L(uo) raised in Section 4.6, an extension of the Section 7 experimental sweep to hardware-constrained
environments, and the multi-prime generalization noted in Proposition 5 [5], [6], [19].
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