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Abstract:

One popular and extremely secure encryption algorithm is called Advanced Encryption Standard (AES). In 2001,
the Data Encryption Standard (DES) was replaced by the National Institute of Standards and Technology (NIST).
AES allows key sizes of 128, 192, and 256 bits and runs on set block sizes. It offers strong security, effective
performance, and flexibility through the use of a substitution-permutation network (SPN) architecture. Virtual
private networks (VPNs), wireless communication, network security, and data protection are among the fields in
which AES finds use. Because it is widely used and standardized, it is an essential instrument for guaranteeing
secure communication and data secrecy across various industries.
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Introduction

The Advanced Encryption Standard (AES) is a widely recognized and extensively used encryption algorithm [1].
The same key is utilized for both the encryption and decryption processes because the encryption algorithm is
symmetric [2]. Data security, network security, and communication protocols are just a few of the areas where
AES has established itself as the de facto standard for protecting sensitive data [3].

The salient characteristics, background, and robustness of AES is discussed in this article as its main contribution
along with its significance for guaranteeing data secrecy and secure communication. While the remaining section
in the article organized as follows: Section 2 discussing the Overview of Advanced Encryption Standard. The Key
Strengths of AES are placed in Section 3. Section 4 presents the main Applications of AES. The Importance of
Encrypting Photos are positioned in Section 5. While the Encryption Techniques and Benefits of AES are
tabulated in Section 6. The obtained Results and discussion of the utilized technique are taken place in Section 7.
Eventually, the article closes with the summary Conclusion along with list of recent References.

Overview of Advanced Encryption Standard:

Several articles studied the importance of the AES techniques in securing the data. The AES was selected by the
National Institute of Standards and Technology (NIST) in 2001 as a replacement for the aging Data Encryption
Standard (DES) [4]. It was designed to provide a higher level of security and efficiency compared to its
predecessor [5]. AES operates on fixed block sizes of 128 bits and supports key sizes of 128, 192, and 256 bits
[6]. It employs a substitution-permutation network (SPN) structure, which consists of several rounds of
transformations, including byte substitution, row shifting, column mixing, and key mixing [7].
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Figure 1: Advanced Encryption Standard structure [8], [9].
AES is an iterative encryption, not a Feistel encryption. It is based on an "alternative permutation network". It

consists of a chained series of operations, some of which involve replacing inputs with specific outputs
(replacement) and others of shuffling bits (permutation).

Key Strengths of AES:
An effective symmetric encryption technique with many applications is the Advanced Encryption Standard (AES).
Its principal strengths are as follows in Table 1.
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Table 1: Key Strengths of AES [9].

X S'tAr\eEnSgths ol Features Ref
o AES is highly secure and resistant to various cryptographic attacks.
; o Its strength lies in the complexity of its internal operations, making it
Robust Security computagonally infeasible to blieak ti]le encryption by exlf)austive key searc% or [10]
other known attacks.
e AES has gained worldwide recognition and acceptance as a standard
Standardization and | encryption algorithm. [11]
Adoption e [t is widely implemented in software libraries, operating systems, and hardware
devices, ensuring interoperability and compatibility across different platforms.
o AES is designed to provide efficient and fast encryption and decryption
Efficient processes. [12]
Performance e It has been optimized for both software and hardware implementations,
enabling high-speed encryption without compromising security.
o AES supports multiple key sizes, allowing users to choose the appropriate level
Flexibility of secu.rity based on their requireme.nts. S [6]
o [t provides a balance between security and performance, making it suitable for
a wide range of applications.

Applications of AES:
In many different situations where private and secure data transmission or storage is necessary, the AES is
extensively utilized. Some typical uses for AES are listed below as demonstrated in Figure 2 [13].

Data Network Virtual Private Wireless
Protection Security Networks Communication

Figure 2: Applications of AES.

e Data Protection: AES is extensively used for securing sensitive data at rest, such as encrypting files and
folders on storage devices or encrypting databases. It ensures that even if the data is compromised, it
remains unintelligible without the decryption key.

o  Network Security: AES plays a vital role in securing network communications. It is utilized in protocols
like Secure Socket Layer (SSL) and Transport Layer Security (TLS) to establish secure connections
between clients and servers, protecting data transmission from eavesdropping and tampering.

e Wireless Communication: AES is employed in wireless communication protocols like Wi-Fi Protected
Access (WPA2) to safeguard wireless networks against unauthorized access and data interception.

e  Virtual Private Networks (VPNs): AES is a fundamental component of VPN technology, ensuring the
confidentiality and integrity of data transmitted over public networks.

In today's digital world, where photos play a significant role in personal and professional communication, the
need for ensuring the privacy and security of sensitive images has become critical [8]. Encryption of photos
provides a robust solution to protect the confidentiality of visual data, preventing unauthorized access and
safeguarding personal information. In this article, we will explore the importance of encrypting photos, various
encryption techniques, and the benefits of employing encryption for securing sensitive images.
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The Importance of Encrypting image

1. Privacy Protection: Photos often contain personal, sensitive, or confidential information. Encrypting photos
ensures that even if they are intercepted or accessed by unauthorized individuals, the content remains encrypted
and unintelligible without the decryption key.

2. Data Breach Mitigation: Data breaches and hacking incidents have become common, and photos are not exempt
from such threats. Encryption adds an extra layer of security, making it significantly more challenging for
attackers to gain access to the visual content.

3. Prevent Unauthorized Sharing: Encrypting photos can help prevent unauthorized sharing or distribution of
sensitive images. If an encrypted photo is shared without the necessary decryption key, the recipient will not be
able to view the image.

Encryption Techniques and Benefits
The Encryption Techniques and Benefits are tabulated in Table 2.

Table 2: Encryption Techniques and Benefits.
Techniques and Benefits | cjasifications Remarks

e Symmetric encryption uses a single key to both encrypt

Symmetric and decrypt the photo.
Encryption e Popular symmetric encryption algorithms include (AES)
and 3DES.

o [t is known as public-key encryption, uses a pair of keys:

) a public key for encryption and a private key for
) ) Asymmetric
Encryption Techniques ) decryption.
Encryption
o The public key is shared with others, while the private key

remains securely with the owner.

e Combines both symmetric and asymmetric encryption
. ] techniques.

Hybrid Encryption
o The symmetric encryption algorithm is used to encrypt the

photo.

¢ Encryption ensures that only authorized individuals with
Data the decryption key can access and view the encrypted
Confidentiality photos, maintaining the confidentiality of sensitive visual

data.

Benefits of Encrypting Encryption can also provide data integrity, as any
Data Integrity unauthorized modifications or tampering attempts on the

encrypted photo.

Compliance with | Encrypting photos helps individuals and organizations

Privacy Regulations | comply with privacy regulations.

Results and discussion

When utilizing AES to encrypt a picture as in Figure 3, the image data is split into fixed-size blocks and handled
as binary data. AES encryption using a unique key is then applied to each block. Substitution, permutation, and
XOR operations are used repeatedly during the encryption process to give the data a random, illegible appearance.
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Figure 3: Sample of Encrypted Image.

The picture data as in Table 3 is converted into ciphertext the encrypted version of the image after encryption. It
is not possible to read or perceive the ciphertext as an image directly. To undo the encryption and recover the
original image, you'll need the matching decryption key and the AES decryption method.

Table 3: Encrypted data of the image.

X Y
Min 1 1
Max 64 64
Mean 32.5 32.5
Median 32.5 325
Mode 1 1
Std 44 .55 44 55
Range 63 63

The operation of original, Encrypted, and decrypted is shown in Figure 4 along with their coding is tabulated in
Table 4.

Orignal Encrypted Decrypted

Figure 4 Original image and encrypted and decrypted image.

Table 4 correlation coefficient of original image and encrypted image.

original image encrypted image

1.000 0.9744 1.000 -0.0040

0.9744 1.0000 -0.0040 1.0000
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Conclusion

Encrypting photos is a crucial practice to protect privacy, secure sensitive images, and mitigate the risks of
unauthorized access and data breaches. The Advanced Encryption Standard (AES) has become the encryption
algorithm of choice for ensuring data confidentiality and secure communication. Its robust security,
standardization, and efficient performance have made it a cornerstone of modern cryptographic systems. AES
continues to evolve and adapt to emerging security challenges, remaining a critical tool in protecting sensitive
information in an increasingly interconnected world. For future work, by employing encryption techniques such
as symmetric encryption, asymmetric encryption, or hybrid encryption, individuals and organizations can ensure
the confidentiality and integrity of visual data. Implementing photo encryption not only safeguards personal
information but also helps comply with privacy regulations. As the digital landscape continues to evolve,
encryption remains a vital tool for preserving privacy and maintaining the security of sensitive visual content.
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