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Abstract

This study aimed to know the impact of digital conversion risk management in improving the
efficiency of information security in Libyan commercial banks, whereas the use of information
technology and continuous digital conversions in the banking sector led to the existence of new
responsibilities that were imposed on banks to make efforts to avoid digital risks that result
from its use, which may arise from potential errors that occur during the stages of dealing with
the digital environment, and which affect the security of information security, which ultimately
leads to damage the interests of users of information securty.

The study relied on the deductive and inductive approach, and a questionnaire was used and
distributed to a sample that included (145) respondents from the directors of risk management
and accounting in Libyan banks and auditors in the Central Bank’s Control and Monetary
Department,(126) valid forms received for statistical analysis at a rate of (87 %).

The study concluded that there is a statistically significant effect for managing the risks of
digital conversion represented by (the internal risk management which associated with the
internal system of the bank, the external risk management which associated with factors
external the bank) in improving the efficiency of information security in Libyan banks. The
study recommended emphasizing the Libyan commercial banks to pay attention to internal risk
management and protect the information security in light of digital conversion and information
technology, which forms great importance comparing to external risks according to the results
of the practical study, external risks often occur with reasons related to inside the institution or
a party to it (internal risks).

Keywords: Risk management, Digital transformation, Information security.
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